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NHOOPMALIMOHHASA ITAMATKA
IS OBYYAIOIIUXCA JJIA PASMEIIEHUA
HA O®PNIUNAJIBHBIX UTHTEPHET-PECYPCAX

C Ka>XAbIM I'OA0OM MOJIOACKHU B MHTCPHETC CTAHOBUTHLCA 60J'II>IIIC, a IIKOJIbBHUKH
OJHH N3 CaMbIX aKTUBHBIX MOJIb30BaTEeNICH PYHCTa. MC)KI[y TEM, IIOMHUMO
OTPOMHOI'O KOJIMYICCTBA BO3MO>KHOCT€I>'I, HHTCPHCT HCCCT U HpO6HeMI>I. Ota
IHaMsATKa JOJIXKHA IIOMOYb TeOe Oe301acHo HaXOIHUTLCA B CCTH.

KommnbrotepHbsie BUPYChI

KomnbroTepHbIit BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX IPOTPaMM,
OTIIMYUTENBHONU OCOOEHHOCTBIO KOTOPOU SIBJIIETCS CIIOCOOHOCTH K PA3MHOKEHUIO.
B nomonHenne K 3TOMy, BUPYCHI MOTYT MOBPEIUTH MIIM TIOTHOCTHIO YHUUTOKUTD
Bce (hailibl ¥ TaHHBIC, TTOJKOHTPOJIBHBIE TTOIH30BATEINI0, OT UMEHU KOTOPOTO ObLIa
3aIyIieHa 3apakeHHas TPOrpaMMa, a TakyKe MOBPEIUTh WITH 1aXKe YHUUITOKHUTh
OIEPALMOHHYIO CUCTEMY CO BceMH (hailiiamu B 11eJ10M. B OonbiMHCTBE ciiyyaes
pPacTpoCTPaHSIIOTCS BUPYCHI Uepe3 HHTEPHET.

MCTOI[BI 3aIlIUTBI OT BPpCAOHOCHBIX ITPOTrpaMM:

1. HCHOHBSYT?I COBPCMCHHBIC OIICPAIMOHHBIC CUCTCMbI, UMCHOIITHC CGpBGBHBIﬁ
YPOBCHB 3allIUTBI OT BPCAOHOCHBLIX ITPOI'paMM;

2. IlocTostHHO ycTaHaBIMBa MayTH (IM(PPOBbBIE 3aMIATKH, KOTOPbIE
aBTOMATUYECKU YCTAHABIMBAIOTCA C LIENBIO TOPAOOTKU MIPOTPamMMBbl) U APyTHe
OOHOBJICHUS CBOEH OmnepaluoHHON cucTembl. CkaunBai UX TOJIBKO C
oduimanbHoro caiira pazpadorunka OC. Ecnu cyiiecTByeT pesxkum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. PaboTail Ha cBOeM KOMIBIOTEPE MO IpaBaMu MOJIb30BATENSI, & HE
aJIMUHUCTPATOPa. DTO HE MO3BOJIUT OOJBIIUHCTBY BPEJOHOCHBIX IPOrpaMMm
WHCTAJNIMPOBATHCS HA TBOEM MEPCOHATILHOM KOMIIBIOTEPE;

4. Vicnonbk3yit aHTUBUPYCHBIE IPOTPAMMHBIE MPOTYKTHI U3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHYCCKUM OOHOBIICHHEM 0a3;

5. Orpanunub pU3NYECKUN JOCTYI K KOMIBIOTEPY JJIsl TOCTOPOHHHUX JIMII;

6. Ucnionp3yil BHENITHUE HOCUTENTH MHGOPMAIINH, TaKUE KakK (uIelka, TUCK WITH
¢aiin u3 uHTEepPHETA, TOJIHKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIIBIOTEPHBIE Pailiibl, MOJYYEHHbBIE U3 HEHAJEKHBIX
MCTOYHUKOB. Jlaxke Te (aitpl, KOTOphIE MpUCIal TBOW 3HAKOMBIN. Jlydre yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cetu WI-FI



Wi-Fi - 3T0 He BUI IIepeiadyn JaHHBIX, He TEXHOJIOTHS, & BCETO JINITL OPeH/I,
mapka. Emie B 1991 rony Hunepnanckas KOMIaHus 3apeructTpupoBaia OpeHa
"WECA", uro o603Hauano cioBocoyetanue "Wireless Fidelity", koTopbrit
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh'".

Jlo Hamiero BpeMeHH Jo1uIa Apyras ab0peBuarypa, KoTopas sIBIsIeTCsS TaKOH ke
TexHoJorue. O1o abbpeBuarypa "Wi-Fi". Takoe Ha3BaHMEe OBLIO TaHO C HAMEKOM
Ha CTaHJapT BbIcIIel 3BykoBoil Texuuku Hi-Fi, uto B mepeBoe o3HavaeT
"BBICOKAsi TOYHOCTB .

Jla, OecriaTHBIM MHTEPHET-A0CTYN B Kae, OTEISIX U adpoIopTax SBISCTCS
OTJINYHOM BO3MOKHOCTBIO BbIXOJa B MHTepHET. HO MHOTHE SKCTIEpThI CUUTAIOT,
yTo o0menoctynubie Wi-Fi ceTu He SBst0TCS 6€30MaCHBIMU.

CoBeTbl 10 0€30MaCHOCTH PA0OTHI B O0IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro JinuHyto uHdopMaiuio yepes3 oodmenocrynusie Wi-Fi cetu.
PaGoTas B HUX, KenaTeIbHO HE BBOAUTH MAPOJIH JIOCTYTIA, JOTUHBI M KAKHE-TO
HOMeEpa;

2. Ucnonb3yit 1 0OHOBIISN aHTUBUPYCHBIE IPOrpaMMBbl U Opanamayep. Tem cambIM
Thl 00€30MacuiIb ce0sl OT 3aKaYKU BUpPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonwzoBanuu Wi-Fi otkmoun pynkuuro "OO0muit goctyn K daiiaam u
npuHTepam". JlaHHast PyHKIMS 3aKphITA [0 YMOTYAHUIO, OJJHAKO HEKOTOPhIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCTIOJIb30BaHus B paboTe uin y4eoe;

4. He ucnonw3yit nyonuunsiidi WI-FI 175 nepenaun TMUHBIX JaHHBIX, HATPUMED
JUIS1 BBIXO/1A B COLIMAJIBHBIE CETH WIIM B JIEKTPOHHYIO TTOUTY;

5. Wcnonw3yit Tosibko 3amuineHHoe coeaqunenue uepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-apeca BBOAM UMeHHO "https://";

6. B moomisHOM Tenedone otkimoun Gynkuio "Tlogkmouenue k Wi-Fi
aproMarnuecku'. He gqonyckaii aBTOMaTHYECKOrO MOJIKIFOYEHUS YCTPOIMCTBA K
cersim Wi-Fi 6e3 TBoero cormnacusi.

ConmanapHEIE CETH

CoruanabHbIe CETH aKTHBHO BXOJIST B HAITY KU3Hb, MHOTHE JIFOIM PA0OTAIOT U
JKUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apernctpupoBan Musimap1 4eJI0BeK,
YTO SIBJISICTCSI OMHOM CEIbMOM BCEX JKUTENCH MmIaHeThl. MHOTHMe MoJIb30BaTeIu HE
MMOHUMAFOT, YTO HH(pOPMAITUs, pa3MeIIeHHAs UMM B COITUATIBHBIX CETIX, MOKET
OBITH HaliZicHa U UCIIOJIb30BaHa KEM YTrOJHO, B TOM YHCII€ HE 0053aTEIBHO C
OJIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0E30MACHOCTH B COIMAIBHBIX CETAX:

1. Orpanuub cucokK apy3eil. Y 1e0s B Ipy3bsiX HE TOJDKHO ObITh CIIy4allHBIX U
HE3HAKOMBIX JIFO/ICH;



2. 3amuIaii CBOXO YacTHYIO )U3Hb. He yka3wiBail mapomnu, TenedoHsl, aapeca,
JIaTy TBOETO POXKJICHUS U JPYTYIO JIMYHYIO HH(OpMaIuio. 3II0yMBIIIICHHUKA
MOTYT MCIIOJIb30BaTh J1a’ke HH(OPMAIUIO O TOM, KaK Thl U TBOU POAUTEIN
IUIAaHUPYETE IPOBECTU KAaHUKYIIbL;

3. 3amminai CBOO PEMyTaIHIO - IEPKH €€ B UUCTOTE U 3a7aBail cebe BOmpoc:
XO0TeJ OBl ThI, YTOOBI IPYTHE TTOJIH30BATEIIM BUACIH, YTO ThI 3arpy’Kaeiib?
[Togymaii, mpexie 4ueMm 4TO-TO OMyOJIMKOBATh, HATUCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHILIB C JIFOJIBMU, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE
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peasibHOe UM U APYTYIO JIUYHYIO HHPOPMAITIH: UMSI, MECTO KHUTEIbCTBA, MECTO
y4eObl U poyee;

5. N36erait pazmenienus hortorpaduii B UnTepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEEIUTh TBOE MECTOTIOJIOKEHHE;

6. [Ipu peructpanuu B COUUAIBHOU CETH HEOOXOAMMO MCIIOJIH30BATh CIIOKHBIE
NapoJiv, COCTOSIIME U3 OYKB U U U C KOJMYECTBOM 3HAKOB HE MEHEeE §;

7. J171s conManbHOM CeTH, MOYTHI U APYTUX CAUTOB HEOOXOIMMO UCIOJIb30BATh
passble napoau. Torma ecnu Te0st B3IOMAIOT, TO 3JI0YMBIITUICHHUKH TIOJTy4aT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

9H€KTpOHHBIG JCHBI'

DJIEKTPOHHBIE JICHBTU - 3TO OYEHb YJOOHBIN CIOCOO0 TIaTexkeM, 0JHaKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUUTh T JICHBIH.

DNEeKTPOHHBIE IEHBI'U MOSBUINCH COBCEM HEAABHO U UMEHHO M3-3a 3TOr0 BO
MHOTHUX F'OCyAapCTBax JI0 CUX MOP HE MPOMMUCAHO PO HUX B 3aKOHAX.

B Poccun e oHr PyHKITMOHHPYIOT U O HUX YK€ MTPOMKMCAHO B 3aKOHE, TJIE UX
pa3zessaoT Ha HECKOJIBKO BU/IOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3HHIIA B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pemiaeTcs MPOBOIUTE OTIEpalny 0e3
UJeHTH(PUKAIINY TI0JIB30BATENISA, 8 B HCAHOHUMHBIX MJICHTU(UKAIINS TTOJIb30BaTEIs
SIBJISIETCS 00s3aTEIHHOM.

Takoke ciaenyeT pa3inuyarh 3JIEKTPOHHbIE (PUATHBIE IEHBIU (PABHBI
roCyapCTBEHHBIM BAJIIOTaM) U 3JI€KTPOHHbIE He(hUATHBIE ACHBIH (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30TACHOM padOTe C ITCKTPOHHBIMU JICHbIAMHU:

1. [IpuBsi>ku K cueTy MOOMIIBHBIN TenedoH. ITO caMblil y10OHBINA U OBICTPBIA
CIoCcO0 BOCCTAaHOBUTH JIOCTYM K cueTy. [IpuBsizaHHbIN TenePOH MOMOXKET, €CIIU
3a0y/Ie1llb CBOM TJIATEXKHBIN MAPOJIh WK 3alICIIh Ha CAUT ¢ HE3HAKOMOTO
YCTPOUCTBA;



2. Vcnonb3yit onHOpa3zoBeie napoiu. [locne nepexoa Ha yCUIEHHYIO
aBTOpU3AIMIO TeOe yKe He OYJIeT yrpoKaTh OMAaCHOCTh KPAKU WJTU TIepexBaTa
IJIATEKHOTO MapOJIs;

3. BeiGepu cnoxnbiit maposs. [Ipectymaukam OyaeT He MPOCTO yraaaTh CIOKHBIN
naposb. HajexxHble maposu - 3To Mapoiu, KOTOpbIe COAepkKaT He MEHee 8 3HaKOB
U BKJIIOYAIOT B ce0sl CTPOYHBIE U MPOMUCHBIE OYKBBI, HU(PBI U HECKOJIBKO
CHUMBOJIOB, TaKH€ KaK 3HAK J0JU1apa, PyHTa, BOCKIMIATEIbHbIN 3HAK U T.II.
Hanpumep, $tROng!;;

4. He BBOAM CBOM JTUYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JTOBEPSIEIIb.
DneKTpoHHAas 1o4Ta

DJIEKTPOHHAS TTOYTA - 3TO TEXHOJIOTHS U MTPEIOCTABIISIEMBIE €10 YCIIYTH 10
MEePEChUIKE U MOJTYUYECHHIO AJIEKTPOHHBIX COOOIICHUM, KOTOPhIE paclpeIestOTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO 3JIEKTPOHHBIN MOYTOBBIN AIIUK BBITJISIAUT
CJICAYIOIIMM 00pa30oM: UMsI_TOJb30BaTEIA(@UMs_JoMeHa. Takke Kpome nepeaadu
MPOCTOr0 TEKCTAa, UMEETCS BO3MOKHOCTh NIepeiaBaTh (hauJibl.

OCHOBHBIE COBETHI 110 OE30ITaCHOM pabOTe C IEKTPOHHOM MOUTOM:

1. Hago BeIOpaTh NpaBUIIbHBIN TOYTOBBIN CcEpBUC. B MHTEpHETE €CTh OrPOMHBIIM
BbIOOP OECIIaTHBIX OYTOBBIX CEPBUCOB, OJIHAKO JIyYIlle JOBEPSATh TEM, KOT'O
3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He yka3biBail B TUYHOM nouTe JUUHYI0 uHpopmaiuo. Hanpumep, jydiie
BbIOpaTh "My3bIKaIbHbIN _(panaT@" umum "pok2013" BmecTo "Ttemal3";

3. Vcnonp3yil ABYXATAHYKO aBTOPHU3AIMIO. ITO KOT/1a TOMUMO MapoJis HY>KHO
BBOJUTH KOJ, MPUChLIaeMblii 0 SMS;

4. Bp1Oepu CJIOKHBIN NTapoib. [[J1s1 KaXk10ro MOYTOBOTO SIIIMKA JOJDKEH ObITh CBOM
HAJICKHBIN, YCTOWYHBBIN K B3JIOMY I1APOJIb;

5. Eciu ecTh BO3MOKHOCTD HANIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH
3Ty BO3MOXHOCTb;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SIMKOB. [IepBbIii 1711 4aCTHOM MEPENnUcKu ¢
azpecaTaMu, KOTOPBIM Thl JOBEPSEIb. DTO SJIEKTPOHHBIN aJIpec HE HAJO0
WCIIOJIB30BATh TIPH PErUCTpaluy Ha (popyMax u caiTax;

7. He oTkpsiBait (haiiibl U Apyrue BIOKEHUS B MUChMaXx, JaKe €CJIM OHU MPUILLITU
OT TBOMX Jipy3ei. Jlydlille yTOUHM Yy HUX, OTIPABJISIIN JIM OHU TeOe ATU (ailibl;

8. Ilocne okoHyaHus pabOTHI HA TOYTOBOM CEPBHCE MEPE]] 3aKPHITUEM BKIIAJIKU C
caiiToM He 3a0yJp HaXXaTh Ha "BeiiiTu".

KuGepOymiauHr unu BUPTyaIbHOE U3IE€BATEIBCTBO



KubepOymmmHr - mpecieoBaHue COOOIEHUSIMU, COAEPKAITUMU OCKOPOICHUS,
arpeccuio, 3ayruBaHue; XyJIUTaHCTBO; COMMAIbEHOE OOMKOTHPOBAHUE C TIOMOIIIBIO
Pa3ITMYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00pbOE C KHOEPOYIITUHTOM:

1. He Opocaticsa B 60i. Jlydinii crioco0: MOCOBETOBAThCS KaK ce0sl BECTH U, €CIIH
HET TOTO, K KOMY MOKHO O0paTUTKCS, TO BHAYAJIE YCIIOKOUThCS. ECii ThI HAaYHEIITh
OTBEYaTh OCKOPOJICHUSIMI Ha OCKOPOJICHHS, TO TOJBKO €I1le OOJIbIIe Pa30KKEIIb
KOH(JIUKT;

2. Yupapnsii cBoell kubeppenyTauuei;

3. AHOHUMHOCTH B ce€TH MHUMas1. CylIeCTBYIOT CLIOCOOBI BBIACHUTD, KTO CTOMUT 32
AHOHUMHBIM AKKAYHTOM;

4. He cTouT BecTH XyJIUTaHCKUN 00pa3 BUPTyaIbHOM Ku3HU. HTEpHET
(buKCUpyeT BCE TBOM JICUCTBUS M COXPAHSIET UX. Y IAJIUTh UX OyAET KpailHe
3aTPYyIHUTEIIBHO;

5. Cobiroail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOJY;

6. UrHopupyit emmHUYHBIN HeraThB. OIHOPa30BbIe OCKOPOUTEIBHBIC COOOIICHHUS
Jydiiie urHopupoBaTh. OOBIYHO arpeccus MpeKkpaaeTcs Ha HadyaalbHON CTaIuu;

7. ban arpeccopa. B nporpamMax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMU, B
COIMAJIBHBIX CETSIX €CTh BO3MOXHOCTH OJIOKUPOBKHU OTIPABKU COOOIICHUH C
ONPEICIICHHBIX aJPECOB;

8. Ecnu T cBUEeTENb KNOEPOYIIMHTa. TBOM AEHCTBUSA: BHICTYIUTh IPOTUB
npeciieIoBaTeNs, MoKa3aTh EMY, YTO €ro JIEUCTBUS OLICHUBAIOTCSI HETaTUBHO,
NOJJIEPKATh KEPTBY, KOTOPOU HyHa IICUXOJOTUYECKAs TOMOIIb, COOOIIUTh
B3pPOCJIBIM O (paKT€ arpeCCUBHOTO MTOBEACHHUS B CETH.

MoOubHbIN TenehoH

CoBpemeHnHble cMapT(HOHBI U TUIAHIIETHI COJIepKaT B ce0e BIOJIHE B3POCIIbIN
GyHKIIMOHAJ, ¥ TeTIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU
KoMItbroTepamMu. OIHAKO, CPEICTB 3AITUTHI JIsl TOJJOOHBIX YCTPOUCTB MOKA OYEHB
MaJi0. TecTUpOBaHKE U MTOUCK YS3BUMOCTEN B HUX ITPOUCXOAUT HE TAK
WHTEeHCHBHO, Kak 1 [1K, To ske camoe kacaeTcss 1 MOOMIIbHBIX MPUITOKCHHUT.

CoBpeMeHHbIE MOOMIIBHBIC Opay3ephl y)Ke MPaKTHYSCKH TIOTHAJIN HACTOJIbHBIC
aHaJIOTH, OJHAKO paciiupeHre (PyHKIMOHaa BIeYET 32 CO00M OOJIBIIYIO
CJIOKHOCTh M MCHBIIIYIO 3aIUIIEHHOCTb.

I[aJ'ICKO HC BCC INIPOU3BOJUTECIIN BLIITYCKAIOT O6HOBJ’IGHI/I${, 3aKpPbIBAIOIINEC
KPUTHUYCCKUC YA3BUMOCTHU AJIsI CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JIJIsI 0€30MACHOCTH MOOMIIBLHOTO TenedoHa:



Huuero He siBasercs IMO-HACTOAIICMY OecCIIaTHBIM. BYI[B OCTOPOIKCH, BCb KOraa
Tebe npeajiararoT OecIuTaTHBIN KOHTCHT, B HCM MOI'YT OBITH CKPBITBI KAKHUC-TO
IUIATHBIC YCIIYTH,

Hymait, mpexzae yem otnpaButb SMS, hoTo minu Buneo. Thl TOUHO 3HACIIID, T]IE
OHHU OYJyT B KOHEYHOM UTOTE?

Heob6xoaumo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapT(hOHa;
Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbI 111 MOOUIIbHBIX TeNe(OHOB;

He 3arpy>1<a1?1 MMPUIIOKCHUA OT HCU3BCCTHOI'O HCTOYHHKA, BCAb OHU MOTI'YT
COACPIKATb BPCAOHOCHOC IIPOIrPaMMHOC O6€CH€‘1€HI/I€;

[Tocne Toro kKak Thl BEIMAEIIB C CaliTa, I/I€ BBOJWII JINYHYIO MH(OPMAILUIO, 33l B
HACTPOWKH Opay3epa u yaanu cookies;

[leproguyecku npoBepsii, KAKUE IIIATHBIE YCIYTH AKTUBUPOBAHbI HA TBOEM
HOMEDE;

I[aBaﬁ CBOM HOMCD MOOMJILHOTO TCJIG(bOHa TOJIBKO JIXOO5M, KOTOPBIX Thl 3HACHIb U
KOMY OOBCPACIID,

Bluetooth nosken ObITh BBIKITIOUEH, KOTa Thl UM HE T0JIb3yelibes. He 3a0biBait
WHOT/Ia POBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - ATO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHNS,
OOBEUHSIONINE COTHH THICSY YEJIOBEK 10 BceMy Mupy. Urpoku uccieayrot
JAHHBIN UM MHp, OOIIAIOTCS IPYT C IPYTOM, BBITIOJTHSIOT 3aIaHMs, CPAKAIOTCS C
MOHCTpPAaMH U MOTYYalOT OTBIT. 32 YAOBOJIBCTBUE OHU TUIATST: MOKYIAIOT JIUCK,
OTIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KaKKe-TO OIIIUH.

Bce atu cpeacTBa uayT Ha MOJAEPKaHUE U PA3BUTHE UTPBI, @ TAKKE HA caMy
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMbI aBTOPU3AIMH, BBIITYCKAIOTCSI HOBBIE
naTyu (Lu@poBbIe 3aMIaTKU U1l TPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B no106HBIX UTpax CTOUT OIAcaThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXku TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CMCTEMa aBTOPHU3aLUU OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI 110 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKayHTa:

1. Eciu npyroit urpok BeaeT cedsi MI0X0 WM CO3/1aeT Te0e HEMPUSITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. [Moxkanylica aIMUHUACTpPATOPaM UIPhI Ha IJIOXOE MOBEAEHUE 3TOI'0 UTPOKa,
YKEJIATEJIbHO NIPUIIOKNATH KAKME-TO J1I0KA3aTENIbCTBA B BUIE CKPUHOB;

3. He yka3sbiBaii inunyto uHbopMalyo B mpodaisie urpsl;



4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;
5. He ycranaBnuBaii HeopuImaabHbIC TATIH U MOJIBI;
6. Mcrionb3yil Cl0KHBIE U Pa3HbIE APOJIH;

7. [1axxe BO BpeMs UIpbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [1oKa ThI urpaems, TBOU
KOMIIBIOTEP MOTYT 3apPa3UTh.

OUIIMHT WX Kpaka JIMYHBIX JaHHbIX

OOBIYHO KpaXKkel IEHEeT U JOKYMEHTOB CErOJHS YK€ HUKOrO HE YAMBUIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTHUN 3JI0yMBINUICHHUKN TEPEMECTHUIINCH B UHTEPHET,
Y TIPOJIOJKAIOT 3aHUMAThCS "'MTIOOUMBIM" 1€JTOM.

Tax nosiBuI1ack HOBast yrpo3a: HHTEPHET-MOUICHHUYECTBA WX (PUILIVHT, TJIaBHAs
1€JIb KOTOPOTO COCTOUT B MOJIYUEHUH KOH(PUACHIIUATbHBIX TAHHBIX
M0JIb30BATENEH - TOrMHOB U naposeil. Ha anrnuiickom si3bike phishing unraercs
kak ummHr (0T fishing - peiOHas 0B, password - maposn).

OcHOBHBIE COBETHI IO 0OpHOE C (HUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl TO103peBaeliib, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM
pecypca 00 3TOM KaK MOYKHO CKOpEE;

2. Vcnonp3yit 6e301acHbIe BEO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB H
IIOMCKOBEIX CHCTEM;

3. Ucnionb3yii crioskHbIC U pa3Hble mapoin. Takum o0pa3om, eciid Te0s B3JIIOMAloT,
TO 3JI0YMBINIJIEHHUKH MOJTYy4YaT JOCTYH TOJIBKO K OAHOMY TBOEMY NMPOGUIIO B CETH,
a HE KO BCEM;

4. Ecnu Te0s1 B3IOMaNIH, TO HEOOXOJUMO MPEIYyNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE 100aBJIeHbI y T€OsI B APY3bSIX, O TOM, YTO T€Os B3JIOMAJIU U, BO3MOXKHO,
OT TBOETO UMEHH OyJIET PacChUIaThCA ClaM U CChUIKU Ha (PUIITMHTOBBIE CAMThI;

5. YcranoBu Hagexubii napois (PIN) Ha MoOOMIBHBIN TenedoH;
6. OTKII0UM COXpaHEHHUe Maposis B Opaysepe;

7. He oTkpsiBait (haiiibl U Apyrue BIOXKEHUS B MUChMaX, JaKe €CJIM OHU MPUILLITU
OT TBOMX Jipy3ei. Jlydllle yTouHU y HUX, OTTIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

[Mudposas penyranus

[udpoas penyTtaius - ’TO HEraTUBHAS WJIK MIO3UTHUBHAsI HH(POpMAIIUS B CETH O
tebe. Komnpometupyromias nnpopmaius, pa3MeiieHHas B UHTEPHETE, MOXKET
CepbEe3HBIM 00pPa30M OTPA3UThCs HA TBOEH peanbHOM xu3HU. "[{udpoBas
penytanus" - 3T0 TBOM UMUK, KOTOPBINA (popmMupyercs u3 uHpopMaluu o Tede B
UHTEpHETE.



TBOE MECTO KUTEIBCTBA, yueObl, TBOE (PMHAHCOBOE TIOJIOKEHHE, 0COOCHHOCTH
XapaKTepa U paccKasbl 0 OJU3KUX - BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue noApOCTKH JISTKOMBICJICHHO OTHOCSITCS K IyOJIMKAIIUY JTMYHOM
uHpopMaiuu B lHTepHeTe, He MOHUMast BOBMOXKHBIX MOCIEACTBUI. ThI 1axe He
CMOJKEIITb JJOTaJaThCsl 0 TOM, 4TO hoTorpadus, pasMerieHHas 5 JeT Ha3al, cTajia
NPUYUHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KommenTapuu, pa3menienue TBoux Gororpadpuili u qpyrue JeiMCTBUs MOTYT HE
UCYE3HYTh Ja)Ke MOCIE TOT0, KaK Thl X yAAJIUIIb. Thl HE 3HAEIIb, KTO COXPAHUI
3Ty uHGOpPMAIIUIO, TIOTIaja JIM OHA B TOMCKOBBIE CHCTEMBI U COXpPaHHUIIACh JIM OHA, a
[JIABHOE: YTO MOIYMAIOT O Te0e OKPYKAIOIKE JTH01, KOTOPbIE HAUYT U YBUIAT
»T0. Halitn nHdopmanuio MHOTO JIET CIIYCTS CMOXKET JIFOOOH - Kak U3 J0OPbIX
noOyXIEHHH, TaK U C HAMEPEHUEM TPUUUHUTB BPEZl. ITO MOXKET OBITh KTO

YTOIHO.
OCHOBHBIE COBETHI 10 3alIUTE HU(PPOBOI peryTaIuu:

1. [logymaii, mpexxzie 4em 4To-To MyOJIMKOBATh U MEPeIaBaTh y ceOs B OJI0Te UiIu B
COIIMAJIbHOM CETH;

2. B nHactpoiikax npouiig yCTaHOBU OTPaHUYEHHS Ha IIPOCMOTP TBOETO MPOQHIIL
U €ro COIAEPKUMOTO, CAETIal ero TOJAbKO "Wt npy3en”;

3. He pa3mMemait u He yka3biBail HH(OPMAITUIO, KOTOPAst MOXKET KOTO-TH00
OCKOPOJIATH MK OOMKATh.

ABTOpCKOE IPABO

CoBpeMeHHbIE MKOJbHUKH - aKTUBHBIE MOJIb30BATENHN IIU(POBOTO MPOCTPAHCTBRA.
OpHako naneko He BCE 3HAIOT, UTO MOJb30BAHIE MHOTUMHU BO3MOXKHOCTSIMU
1udpoBOro Mupa TpedyeT coOIIOICHUS PAB Ha MHTEJUICKTYaIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTYalIbHAst COOCTBEHHOCTH'" OTHOCUTCS K PAa3JIMUHBIM TBOPEHUSIM
YEJI0BEUECKOr0 yMa, HaUMHas C HOBBIX M300pETEHN U 3HAKOB, 0003HAYAIOITUX
COOCTBEHHOCTb Ha MIPOYKTHI M YCIYTH, M 3aKaHUMBAsi KHUTaMU, GoTorpadusimu,
KUHO(DHUIIEMaMH ¥ My3bIKQJIBHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEACHUS HAYKH, JINTEPATYPBI U UCKYCCTBA. ABTOPCKHE MpaBa BbICTYHAIOT B
KaueCTBE rapaHTHH TOTO, YTO MHTEJUIEKTYaJIbHBIN/TBOPUECKUH TPy aBTOpa HE
OyZAeT HampacHbIM, JaCT €My CIpaBeIMBbIE BO3MOKHOCTH 3apadoTaTh Ha
pe3yJpTaTax CBOETo Tpy/ia, MOJYyYUTh U3BECTHOCTh U Mpu3HaHue. Hukro 6e3
paspelIeHns aBTOpa HE MOXKET BOCIIPOU3BOIUTH €70 IIPOU3BEICHHUE,
pacmpoCTpaHsTh, MyOJIUIHO JEMOHCTPUPOBATh, TPOJABATh, UMIIOPTUPOBATD,
MyCKaTh B MPOKAT, MyOJIUYHO UCTIOIHSThH, MOKA3bIBATH/UCIIONHATH B 3(pupe miu
pasmemats B MHTEpHETE.



Hcnonp3oBanue "muparckoro” mporpaMMHOT0 00ecreueHus] MOXKET MPUBECTH K
MHOTUM PUCKaM: OT MOTEPU JaHHBIX K TBOUM aKKayHTaM /10 OJJOKUPOBKH TBOETO
YCTPOMCTBa, I'/Ie yCTaHOBJIEHA HesleranbHas rnporpamMma. He crout taxoke
3a0BIBaTh, UYTO CYLIECTBYIOT JIETajbHbIEC U OECIIATHBIE IPOTrPaMMBbl, KOTOPbIE
MO’KHO HAWTHU B CETH.

O noptase

CereBrUYOK.p(Q - TBOM IJIaBHBIM COBETYMK B CETU. 3JIECH Thl MOXKEIIIb Y3HATh O
0€30I1aCHOCTH B CETH MOHSATHBIM U JOCTYIHBIM SI3bIKOM, & IPU BOZHUKHOBEHUHN
KPUTUYECKON CUTYallMH OOPATUTHCS 32 COBETOM. A TaK)Ke MPUHATH y4acTHE B
KOHKYpCaXx M CTaTh CaMbIM [IU(POBBIM I'PakIaHUHOM !



