NudopmanuoHHas namMsaTka AJs1 00y4arouuxcs

C Ka:KIbIM rooM MOJIOJAEKH B MHTEPHETEe CTAHOBUTHLCS 00JIbIIIe, a IKOJILHUKH
OTHU U3 CaAMbIX aKTHBHBIX NOJIb30oBaTe/ied Pynera. Mekay TemM, IOMUMO OTPOMHOIO
KOJIMYeCTBA BO3MOKHOCTEl, HHTEPHET HeceT M MpPo0JieMbl. JTa MaAMATKA 0JIKHA

NMOMOYbL Te0e 0€30IMACHO HAXOAUTLCH B CETH.
Komnwvromepnvle supycol

KoMmnboTepHblii BHpPYC - 3TO pPa3sHOBUAHOCTh KOMIIBIOTEPHBIX IPOrpamw,
OTJINYUTENBHOU OCOOEHHOCTBIO KOTOPOW SIBJIETCS CIOCOOHOCTh K pa3MHOXKEHUIo. B
JIOTIOJIHEHUE K 3TOMY, BUPYChl MOT'YT OBPEIUTH WM MOJHOCTBIO YHUUTOXHUTH BCE (ailibl
U JaHHbIe, MOJAKOHTPOJBHBIE IMOJB30BATEN0, OT HMMEHM KOTOpPOro Oblia 3amyllieHa
3apak€HHasg MPOrpaMMa, a TAKXKE IMOBPEIUTh WM JAXKE€ YHUUYTOKUTH OINEPALMOHHYIO
CUCTEMY cO BceMu (aitiamMu B 11ei0M. B OOJIBIIMHCTBE Cily4aeB paclpOCTPaHSIOTCS

BHUPYCHI YEPE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEIOHOCHBIX ITPOrpaMM:
1. Hcnonw3yii cCOBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHD
3aIIUTHI OT BPEAOHOCHBIX MTPOTPAMM;
2. TlocrossHHO ycTaHaBnuBail matdu (IUGPOBBIC 3aIUIaTKH, KOTOPHIC aBTOMATHYCCKU
YCTaHABJIMBAIOTCS C IEJIbI0 JOpabOTKM MpOrpaMMbl) M JApyrue OOHOBIICHUSI CBOEH
omnepalmoHHoi cucteMbl. CkaunMBail UX TOJBKO ¢ O(QUIMAIBLHOTO caiiTa pa3padoTuuka
OTIEPAIIMOHHON CHUCTEMBI. EcCin CylecTByeT pexuM aBTOMAaTUYECKOTO OOHOBJICHHS,
BKJIFOYH €T0;
3. Paloraii Ha cBOEM KOMIMIBIOTEpE O] PAaBaMU TOJIB30BATENs, a HE aAMHUHHUCTPATOPA.
Oro He TO3BOJHUT OOJBIIMHCTBY BPEIOHOCHBIX TPOTPAaMM HWHCTAJUTMPOBATHCS HA
TBOEM TIEPCOHAIIEHOM KOMITBIOTEPE;
4. Vcnonb3yil aHTUBUPYCHBIC MPOTPAMMHBIE TIPOTYKTHI H3BECTHBIX MMPOU3BOIUTEIICH, C
aBTOMATHYECKUM OOHOBIIEHHUEM 0a3;

5. Orpanunub pU3HUECKUH TOCTYH K KOMIIBIOTEPY AJIsi TOCTOPOHHUX JIUIL;



6. Hcnonp3yit BHENIHME HOCUTENU HHPOPMAIINH, TaKKe KaK (Iielika, 1aeKk uiu ¢aitn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He oTkpslBali KOMIIBIOTEpHBIE (DaliiIbl, MOJYyUYEHHBIE U3 HEHAJIEKHBIX HNCTOYHHKOB.
Jaxxe T1e (ailnbl, KOTOpbIE TMpHCIadl TBOW 3HAaKOMBIA. Jlydimie yTouHu y Hero,

OTIMPABIISLI JIK OH TeOE UX.
Cemu WI-FI

Wi-Fi - 310 He BHJ Iepenayu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH I, MapKa.
Eme
B 1991 romy Huaepnanjackas kommnanusi 3apeructpupoBasia Openy «WECA», uyto
0003Hayano
cioBocoueranue «Wireless Fidelity», xoTopblii mnepeBoauTCs Kak «OecnpoBOIHAS

TOYHOCTB».

Jlo Hamero BpeMeHu jAoluia Jpyras abOpeBuaTypa, KOTOpas SIBISIETCS TaKOM Ke
TexHoyorue. 1o abopeBuarypa «Wi-Fi». Takoe Ha3BaHWe OBLJIO JaHO C HAMEKOM Ha
CTaHJIapT

BBICIIINM BBYKOBOﬁ TCXHHUKH Hl-Fl, 4TO B IICPCBOAC O3HAYACT «BBICOKASA TOYHOCTH).

Ja, OecrnaTHBIN HHTEPHET-A0CTYI B Kade, OTENAX U adponopTax sBISETCS OTIIMYHOM
BO3MOXKHOCTBIO BBIXOJAa B MHTEpHET. HO MHOrue OKCHEepTbl CUHTAKOT, YTO

obmenocrymnubsie Wi-fi cetn He SBISIIOTCS O€30IaCHBIMHU.

CogeTbl 110 0€30MaCHOCTH PadoTe B 001IeAOCTYNHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro Jm4Hyr HHQOpManuio 4depe3 obmenoctynHsie Wi-Fi cerw.
PabGorass B HuX, JXeJlaTelbHO HE BBOJUTH MApOJH JOCTYyMa, JOTHHBI M KaKHE-TO
HOMeEpa;

2. Hcnonb3yii 1 OOHOBISIA aHTUBUPYCHBIE MPOrpaMMbl U OpaHaMaysp. TeM caMbIM Thl
oOe3omnacuilb ceds OT 3aKauKu BUpyca Ha TBOE YCTPOICTBO;

3. Tlpm wucnonezoBanuu Wi-Fi otkimoun ¢ysnkuo «OOmmit noctyn K Qaitam u
npuntepam». JlanHas QyHKOHS 3aKpbITa MO YMOJTYAaHHUIO, OJHAKO HEKOTOpHIE

M0JIb30BATENIM aKTUBUPYIOT €€ /Ui yA00CTBa UCIIOJIb30BaHUs B paboTe uin yueoe;



4. He ucnonp3ydl myonmuunbii W1-F1 qig nepenaum JIWYHBIX JaHHBIX, HAIPUMED AJIS
BBIXO/Ia B COIIMAIbHBIC CETU WM B SJIEKTPOHHYIO MOYUTY;

5. MHnonw3yi Tonpko 3amuiiieHHoe coeauHenue yepe3 HTTPS, a e HTTP, T.e. ipu
Habope BeO-aapeca BBoaM uMeHHO «https://»;

6. B wmoOwibHOM Teiedpone orkmoun ¢yHkiuioo «l[loakmouenne k- Wi-Fi
aBTomMaTu4eckn». He momyckait aBTOMaTHYECKOTO MOJKIIOYEHHS YCTPOMCTBA K CETAM

Wi-Fi 6e3 TBOEIrO cornacus.

COI/;MCZJZbele cemu

CommanbHble CETH aKTUBHO BXOJAT B HAIIY )KM3Hb, MHOTHE JIIOAN PaOOTAIOT U KUBYT

TaM TIOCTOSIHHO, a B Facebook yxxe 3aperucTpupoBaH MUJLTHAP,T YEITIOBEK, UTO SBIISCTCS

OJIHOM ceIbMOM BCeX JKUTeNeH MaHeThl. MHOTHE M0JIb30BAaTEIN HE TOHUMAIOT, YTO

uHbOpMaIs, pa3MelleHHas MU B COITMAIBHBIX CETSIX, MOXKET OBITh Hai/IeHa U

UCIIOJIb30BaHa K€M YrOJIHO, B TOM UHCJE HE 0043aTeNbHO ¢ OJIarMMU HAMEPEHUSIMH.

OcHOBHBIE COBETHI N0 0€30IIACHOCTH B COLHAJIBHBIX CETAX:

1. Orpanuub ciucok apy3eil. Y 1e0s B Ipy3bsiX HE TOJKHO OBITh CIIy4ailHbIX U
HE3HAKOMBIX JIFO/ICH;

2. 3amumail cBOI 4YacTHYIO >ku3Hb. He ykaswiBail maponu, TenedoHsbl, agpeca, AaTy

TBOETO POXACHUS U JAPYTyl0 JUYHYIO HUHGOpMaluio. 3JI0YyMBIIUIEHHUKA MOTYT

UCIOJIB30BaTh Jaxe HMH(POpPMAIMI0 O TOM, Kak Thl W TBOU POJUTENN IUIAHUPYETE

IPOBECTH KaHUKYIIBI,

3. 3ammiail CBOIO penyTaluIo - Iep>KU €€ B YUCTOTE U 3aJaBail cebe BOIpoc: XxoTend Obl

Thl, YTOOBI JIpyrue TMOJIb30BATENM BHJIETH, YTO Thl 3arpyxaemb? Ilomymai, mpexne

9YeM YTO-TO OIyOJIMKOBATh, HATUCATH U 3aTPY3UTh;

4. Ecau Tl TOBOPHIL C JIOJAbMHU, KOTOPBIX HE 3HAEllb, HE UCIOJIb3YH CBOE peallbHOE

UMS W JpYTyIO0 JIHYHYI HH(pOpMAIMio: HWMs, MECTO JXHTEIhCTBA, MECTO Yy4eObl U

npoyee;

5. U3b6eraii pazmemenus potorpaduii B UnTepHeTe, rae Tl N300pakeH Ha MECTHOCTH,

0 KOTOPOI MOYXHO OIPEAEIIUTh TBOE MECTOMOJIOKEHHUE;

6. Ilpu perucrpaiuu B COIMAILHON CETH HEOOXOIMMO MCIIOJIH30BaTh CIOKHBIC ITApOJIH,



cocrosiue u3 OyKB ¥ (P U C KOJTMYECTBOM 3HAKOB HE MEHeEe §;
7. Jlns couManbHOM CETH, MOYTHI U JAPYTUX CAaTOB HEOOXOJUMO UCIOIB30BATh Pa3HbIC
naponu. Torga eciu TeOsl B3JIOMAIOT, TO 3J0YMBIIUIEHHUKH IOJIY4aT JOCTYI TOJBKO

K OJTHOMY MECTY, a HE BO BCE Cpa3sy.
DnekmpoHHble OeHbeU

JIEKTPOHHBbIE IEHBI'H - 3TO 0YeHb YA0OHbIN CIOCO0 IUIaTexe, 0THAKO

CYHECTBYIOT MOIIICHHUKHU, KOTOPLIC XOTHAT INOJYYUTDb 3TN A€HbI'H.

DONEeKTPOHHBIE IEHBIM MOSBUIMCH COBCEM HEAABHO U MMEHHO M3-3a 3TOTO BO MHOTHX
rocygapcreax 10 CUX  IIOp HE  IIPOIMCAaHO PO  HUX B 3aKOHAX.
B Poccum xe OHM (YHKIMOHHPYIOT MU O HHMX YK€ IPONUCAHO B 3aKOHE, I/Ie MX
pa3AeisOT Ha HECKOJIBKO BUIOB - AaHOHMMHBIE U HE aHOHUMHBbIE. PazHuiia B TOM, 4TO
AHOHMMHBIE 3TO T€, B KOTOPHIX Pa3pelIaeTcsi MPOBOJUTH Olepanuu 0e3 naeHTU(UKAUu
NOJIb30BATENsl, @ B HE AaHOHUMHBIX WJAEHTU(UKAIMUS TO0Jb30BaTENs  SBIAETCA

00s3aTeIbHOM.

Takxke  cienyer  pa3iauyarh  JJIEKTPOHHblE  (UAaTHbIE  JE€HbIH  (paBHBI
roCyAapCTBEHHBIM

BaJIIOTaM) U DJICKTPOHHBIE HE (PUATHBIC JIEHBI'U (HE PABHBI TOCYIAPCTBEHHBIM BAIIIOTAM).

OcHOBHBIE COBETHI 10 0€e30MacHO# padoTe ¢ JIEKTPOHHBIMHU IeHbIAMU:
1. TlpuBsxu k cuery MOOWJIbHBIN TenehoH. DTO caMblii YIAOOHBIN U OBICTPBIN CITOCOO
BOCCTaHOBUTH JOCTYNl K cuery. [IpuBsi3aHHbIii TenedoH MOMOXET, eciu 3albyaeib
CBOM TUIATEKHBIN MapoJib WM 3alEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;
2. Hcnonb3yii ogHOpa3zoBbie mapoiu. [locne nepexona Ha YCHIICHHYIO aBTOPU3AIIHIO
Tebe y)ke He OyJeT yrpokaTh OMACHOCTh KPa)KH HIIM TiepexBaTa IIaTeKHOTO MapoJis;
3. Bribepu cnoxusiii maposs. IlpectymHukam OyneT He MPOCTO Yraaarh CIIOXKHBIH
naposib. HazjexxHele maponu - 3TO Maposid, KOTOpble COAepXkaT He MEHee 8 3HAKOB U
BKJIIOUAIOT B ce0s CTPOYHBICE W TPOMHUCHBIE OYKBBI, MUGPHI U HECKOJIHKO CHMBOJIOB,
TaKHe KakK 3HaK JoJiiapa, pyHTa, BOCKIUIATENbHBIN 3HaK U T.1. Hanmpumep, StRONQ!;;

4. He BBOIUM CBOM JTMYHBIC JaHHBIC HA CailiTaX, KOTOPHIM HE JOBEPSEIIb.



QJZGKWIPOHHCZ}I nouma

DJIEKTPOHHASl TOYTA - 3TO TEXHOJOTMS M INpPeI0CTaBJsieMble €K YCJIYru [0
nepecblIKe M MOJYYEHHUIO JJIEKTPOHHBIX COOOILIEHUI, KOTOpPbIe paclpeaesiloTcd B
KOMINBIOTEPHOH ceTH. QOOBIYHO JJIEKTPOHHBIA TMOYTOBBIA SIIUUK BBITJISIAUT
cJeyIIIuM 00pa3oM: MMS_MOJIb30BaTeIsi@uUMA_JoMeHa, Takike Kpome mnepenadu

MMpPoOCTOro TEKCTa, UMEECTCSA BO3MOKHOCTD II€epeaaBaThb (l)aﬁﬂbl.

OcHOBHBIE COBETHI 10 0€30MacCHO padoTe € 3JIEKTPOHHOM MOYTOM:
1. Hapno BbIOpaTh NpaBUIIbHBIA MOYTOBBIN CEPBUC. B MHTEpHETE €CTh OTPOMHBIN BBIOOD
O€CIUIaTHBIX IMOYTOBBIX CEPBHCOB, OJHAKO JIydllle JOBEPATh TE€M, KOIO 3HAEIlb M KTO
IIEPBBIA B PEUTHUHTE;
2. He ykaspiBaii B muyHOW moute Ju4Hy0 nHpOpMmanmio. Hanpumep, mydine BbIOpaTh
«My3bIKaIbHBINA _(haHaT@» umu «pok2013» BMecTo «Temal3»;
3. Hcnonp3yit ABYyX3TaNHYIO aBTOPU3ALIMIO. DTO KOI'/1a IOMUMO MapoJisl Hy’KHO BBOJIUTH
KO/, IpUChUTaeMblil Mo SMS;
4. BpiOepu cioxHBIA mapoisib. JJI Ka)XJ0ro MOYTOBOTO SIIMKA JOJIKEH OBITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY I1APOJIb;
5. Ecaum ecTth BO3MOXHOCTh HalMcaTh CaMOMY CBOM JIMYHBIA BOIMPOC, UCMONB3YH ATy
BO3MOKHOCTB;
6. MHcmonb3yih HECKONBKO MOYTOBBIX SIIIMKOB. [lepBBIi is 9acTHON MEPENHCKH C
aapecataMH, KOTOPBIM Thl JOBEps€lIb. OJTO JJEKTPOHHBIA agpec HE Haao
UCIOJI30BaTh IPU PErHCTpalvii Ha (hOpyMax U cailTax;
7. He orkpbiBaii ¢aiiibl U Ipyrue BIOKEHUS B MUCbMAaX AK€ €CIM OHU MPUIIH OT
TBOUWX Jipy3ei. Jlydiiie yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (haiiisl,
8. Ilocne oxkoHwyaHus pabOTHI HAa TMOYTOBOM CEpPBUCE MEpel 3aKPBHITUEM BKIIATKUA C

caiTom He 3a0y/b HaXaTh Ha «BerATmy.



Kubepoynnune unu eupmyanvroe uzoesamenbcmeo

Kub6epOyimHr - npecjiegoBaHue cCOOOIEHUSMHU, COAEP:KANIUMHU OCKOPOJIeHMS,
arpeccHuio, 3amyruBaHue; XyJHraHCTBO; COIMAJIbHOEe 0OWKOTHPOBAHHE C MOMOUIbIO

Pa3JIMYHbIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBeTHI 110 00pbOe ¢ KNOEPOYVIMHIOM:
1. He 6pocaiics B 00ii. Jly4qmmuii cnoco6: mMOCOBETOBAThCA Kak ceOs BECTU U, €CITU HET
TOr0, K KOMY MOXHO OOpaTHTbCsS, TO BHadaje YCIOKOUThCSI. Eciaum Tl HayHeNb
OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJICHHs, TO TOJIBKO e€Ile OOJIbIlIe Pa30AKEIh
KOH(DITUKT;
2. YmpaBisii cBoelt kubeppernyTaiuyei;
3. AHOHMMHOCTH B ceTH MHHUMas1. CyIecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOWT 32
AHOHUMHBIM aKKayHTOM;
4. He cTouT BeCTH XyJIUTAaHCKHUI 00pa3 BUPTYaJbHOM XkU3HU. THTEpHET PUKCUPYET BCe
TBOM JICHCTBUS U COXPAHACT UX, YIAIUTh UX OyJIeT KpailHe 3aTpyIHUTEIbHO;
5. Cobnronaii cBOi BUPTYalbHYIO YECTh CMOJIONY;
6. UrHopupyi equHnaHBINA HerathuB. OTHOPa30BbIE OCKOPOUTEIIBHBIC COOOIICHUS
Jydilie UTHOpUpoBaTh. OOBIUHO arpeccus MPeKpalaeTcs: Ha HaYaJlbHOM CTaauu;
7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOLIEHUSIMU, B COLIUATBHBIX
CEeTSAX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKH COOOIIECHUI C OMPE/IETIEHHBIX aIPECOB;
8. Ecmm Te cBugerens kubepOymiuura. TBou AeMCTBUS: BBICTYNUTh IPOTHUB
npecieoBaTensl, IOKa3aTb €My, YTO €ro JEWCTBHUS OLICHUBAIOTCS HEraTHBHO,-
noJJiepx’aTh JKEPTBY, KOTOPOM HYy)KHa I[CHUXOJIOTMYecKas IOMOIIb, COOOLIUTH

B3POCIBIM O (haKTe€ arpecCUBHOTO MOBEICHHS B CETH.

Mobunvruiti meneghon

CoBpemeHHble cMapT(OHBI U IJIAHIIETHI COAEPKAT B cede BIOJHE B3POCJIbIH
(GyHKIMOHAJI, M Temepb OHM MOIYT KOHKYPHMPOBAaTh €O CTAIMOHAPHBIMH
KOMIILIOTEPAMHU.

OpHako, CpeACTB 3alTUTHI JJIsl TTOJJOOHBIX YCTPOUMCTB MOKAa 0YeHb Mayo. TecTupoBaHue U



MIOMCK YSI3BUMOCTEM B HUX MPOUCXOAWUT HE TaK MHTEHCUBHO, Kak Js 11K, To ke camoe

KacaeTcs 1 MOOMIILHBIX l'IpI/IJ'IO}KCHI/II\/'I.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MPaKTHUYECKH JOTHAIU HACTOJIbHBIC
aHaJIOTH, OJJHAKO pacHIMpeHue (YHKIMOHATa BJIEYET 3a COOON OOJBIIYIO CIOXHOCTH H

MCHBIIYIO 3alIMIIICHHOCTD.

I[aJ'ICKO HC BCC TIIPOMU3BOAUTCIIN  BbIITYCKAIOT O6HOBJI€HI/ISI, 3aKpPbIBAIOIIHC

KPUTUYECKUE YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI J1JI51 0€30IACHOCTH MOOWJIBHOTO Tesied)oHa:
1. Hwmdero He sBIAETCA MO-HACTOSIIEMY O€CIIaTHBIM. byabh OCTOpOKEH, Belb KOTIa
TeOe mpemIaraloT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE-TO
IJIATHBIC YCITYTH,
2. ywmaii, mpexnae ueM otmnpaBuTh SMS, doto unu Bumeo. Tol TOUHO 3HACIIb, TIE OHH
OyIyT B KOHEUHOM HTOTE?
3.  Heo0xomuMo 0OHOBIATH OMEPAMOHHYIO CUCTEMY TBOETO cMapT(HOHA;
4. Hcnonp3yil aHTUBHPYCHBIE TPOTPaMMBI JJIsI MOOMIIBHBIX TelIe(OHOB;
5. He 3arpyxaii nprIo)KeHHusl OT HEM3BECTHOIO MCTOYHHUKA, BElb OHU MOTYT COJCPKATh
BPEJIOHOCHOE TIPOTPaMMHOE 00€CTIeUeHNE;
6. Ilocne Toro Kak Thl BBIWJCIIb C CaiiTa, TJIe BBOAMI JUYHYIO HHGOPMAIIUIO, 321N B
HACTPOIKHK Opay3epa u ynanu COOKies;
7. Tlepmomuvecky pOBepsiA KaKue TIaTHBIC YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;
8. JlaBaii cBoii HOMEp MOOUIBHOTO TelehoHA TOJBKO JIFOMASIM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSICIIIb;
9. Bluetooth momxken OBITh BBIKIIOYEH, KOTJa Thl UM HE MOJb3yelibcs. He 3a0biBaii

WHOT /1A [POBEPSTH 3TO.

Online uepur

COBpeMeHHLIe OHJIﬂﬁH-HI‘pr - 9TO KpaCo4HbI€¢, 3aXBATbIBAKOIIINEC PA3BJICUCHUS,

00beIUHSAIOIINE COTHU THICAY YeJI0BeK 0 Bcemy Mupy. Urpoku ucciaeayoT JaHHbIH



UM MHP, 00IIAKOTCH APYT C APYrOM, BBINOJIHSIOT 3aJaHUS, CPAKAIOTCA C MOHCTPaAMU
U MOJYYAKT ONbIT. 3a YAOBOJBLCTBHE OHU IUIATAT: NMOKYNAKT JMCK, OIUVIAYUBAKOT
a0OHeMEeHT WIH NPUOOPETAIOT KaAKHe-TO ONMIUM.

Bce atm cpencrBa MayT Ha NMOMJAEpKAHUE M PA3BUTHE WIPBI, a TAKXKE Ha camy
0€30MacHOCTh; COBEPIICHCTBYIOTCS CUCTEMbI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIE MATYU
(g poBbIe 3aIIATKY JIJIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo6HbBIX UTrpax CTOUT OMAacaThCsl HE CTOJIBKO CBOUX COMEPHHUKOB, CKOJIBKO KPaKu
TBOETO MapoJis, HAa KOTOPOM OCHOBAaHA CUCTEMAa aBTOPU3ALUU OOJIBIIUHCTBA UTD.
OcHOBHBIE COBETHI 110 0€30IACHOCTH TBOEI'0 HTPOBOI0 AKKAyHTA:

1. Ecnu apyroit urpok BefeT cels MI0X0 WK CO3/1aeT TeOe HEMPUATHOCTH, 3a0JI0KUPYM
€r0 B CIIMCKE UTPOKOB;

2. lloxamyiics agMUHHCTpaTOpaM WUIPhl Ha IUIOXO€ TIOBEIEHHUE JTOTO WIPOKa,
JKENaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii 1uuHyto uHQOpMaIKIO B Ipodhaiiiie urpsl;

4. VYBaxall ApyruX y4aCTHHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(uIMaIbHBIE TATYU U MOJIBL;

6. Hcmonb3yi cioxHBIE U pa3HbIE TAPOIIH;

7. Jlaxxe BO BpeMsl UTPHI HE CTOUT OTKJIIOYaTh aHTUBHUpYC. [loka ThI urpaemb, TBOH

KOMIIBIOTEP MOTYT 3apPa3HTh.

Duwune unu Kpaostca TUYHbLX OAHHbBIX

OO0bIYHOIl KpasKeii 1IeHer ¥ JOKYMEHTOB CEeroJHs y’Ke HUKOro He YAUBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTHIA 3JI0YMBIIIJIEHHUKH MePeMeCTHINCh B HHTEPHET, U
MPOI0IKAKT 3aHUMATHCS «JTHOUMBIM JI€JIOM.

Tak mosBUIIach HOBas yrpo3a: MHTEPHET-MOUICHHWYECTBA WM (UINUHT, TIaBHAS
1 (Sh1) 3
KOTOPOTO COCTOUT B IMOJy4YeHHH KOHPUICHINAIBHBIX TaHHBIX MMOJI30BATENICH - JJOTHHOB
u mapoJjei. Ha anrmuiickoM sizeike phishing unrtaercs kak ¢ummnar (ot fishing - peioHas
JIOBJISA, PasSWord - maposib).

OcHoBHbBIE cOBeTHI 10 00pble ¢ PUIMHTOM:



1. Cneau 3a cBouM akkayHTOM. Ecim Thl momo3peBaelib, YTO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHpOBaThb €€ U COOOLUTHh aJMHHUCTPATOpam
pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Ucnonp3yit Oe3omacHble BeO-caliThl, B TOM 4HCIIe, WHTEPHET-Mara3uHoOB U
IIOUCKOBBIX CHUCTEM;

3. MHcnonb3yil cinoxkHble U pa3Hble napoiu. TakuMm oOpa3oM, eciu TeOs B3JIOMAaIOT, TO
37IOYMBIIUICHHUKH TOTy4YaT JOCTYN TOJBKO K OJHOMY TBOEMY MpPOMIIO B CETH, a HE
KO BCEM;

4. Ecnam T1ebs B3IOMamM, TO HEOOXOIWMO TMPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe JOOaBIEHBI y T€0S B APY3bsiX, O TOM, YTO T€OS B3JIOMAJIA H, BO3MOXHO, OT
TBOETO UMEHM OYyJIET pacChlIaThCS CaM U CChUIKU Ha (PUIIIMHIOBBIE CANTHI;

5. VYcranosu HagexHbIH mapoas (PIN) Ha MOOWITBHBIN Tene(OH;

6. Ortkiroun coxpaHeHue naposis B opaysepe;

7. He otkpeiBail (ailsiel U Ipyrue BIOKEHUS B MHUCbMAax Ja)Xe €CIM OHHM MPUILIN OT

TBOUX Jipy3el. Jlydllle yTOUYHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (Hailiibl.

Lugposas penymayus

HudposBas penyranus - 370 HEraTUBHASA WJIM NO3UTHUBHAS HHOpPMaLMs B CeTH
o Tede. Kommpomerupywmasa uHpopMaunusi pasMelleHHASs B HHTEPHETe MOXKeT
cepbe3HbIM 00pa3oM OTPa3UThbC Ha TBOel peaabHol xu3Hu. «Ludposas
penyrauusp» - 3T0 TBOW UMMIK, KOTOpPbI (popmupyercss u3 uHpopmauuu o tede B
HHTEepHeTe.

TBoe MecTO KUTEIhCTBa, y4eObl, TBOE (HUHAHCOBOE TOJIOKEHUE, OCOOCHHOCTH
XapakKTepa U pacckas3bl 0 OJM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue TOIPOCTKH  JIETKOMBICJICHHO OTHOCATCS K  MyOJHMKAalMu  JTHYHOU
uHpopmanuu B HMHTepHeTe, HEe TNOHMMAas BO3MOXHBIX MocuencTBuil. Thl gaxe He
CMOJXelIb J0rajatbcsi O TOM, uTo ¢oTtorpadus, pa3MelleHHas S5 JeT Ha3aj, craja
IPUYUHON OTKAa3a MPUHATH T€OS Ha padoTy.

KommenTapuu, pasmenieHue TBoux (ortorpaduil u Apyrue IeHWCTBHUS MOTYT HE

HCUC3HYTDb H4KC IIOCJIC TOI'0, KaK Thl UX YJAJIWIIb. Twr He 3HAacllb, KTO COXpPAaHWI 93Ty



uH(OpMaIIMIO, TOMNAla JIM OHAa B MIOMCKOBBIE CUCTEMBI I COXPAHHUJIACH JIU OHA, a TJIaBHOE;
YTO MOAYMAIOT O TeOe OKpy’Karollee JIOAM, KOTOpble HalayT u yBUIAT 3To. Haiitu
UH(OPMAIUIO MHOTO JIET CITYCTSI CMOXKET JIF000H - Kak U3 TOOpBIX MOOYXIACHUH, TaK U C
HaMEpPEHUEM PUYHUHUTH BPEI. ITO MOMKET OBITH KTO YTOJHO.

OcHoBHBIE COBeTHI 10 3aUTe NM(PPOBOM PemyTALMH:
1. Tlomymaii, mpexae yeM 4TO-TO MyOJMKOBaTh M TepenaBaTh y ceOsi B OJiore Uiu B
COIIMaJIbHOM CETH;
2. B Hactpoiikax npo¢uisi yCTAaHOBU OTPaHUYEHUS HA IPOCMOTP TBOETO MPOUJIs U €ro
COZEPKUMOT0, CACIIAN €TO TOJIBKO «JUIS APY3EN»;
3. He pa3smemaii u He yka3biBail HHPOpPMAITHIO, KOTOPas MOXKET KOTO-THO0 OCKOPOJIATH

WA OOMXKAaTh.

Aemopckoe npaso

CoBpeMeHHbIe IIKOJBHUKH - AaKTHBHbIE I0JIb30BaTeqn HU(POBOro
npocrpancTBa. OIHaAKoO [Jajlek0 He Bce 3HAKT, YTO MOJb30BAHHE MHOTUMU
BO3MOXKHOCTSIMM  nudpoBoro  mupa  Tpedyer  CcOOJIIOAeHHUSI NpaB  HA
UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIUIEKTyalbHasi COOCTBEHHOCThY» OTHOCUTCS K PA3JIMYHBIM TBOPEHUSIM
YEeJIOBEUECKOr0 yMa, HA4yMHAas C HOBBIX HM300peTEHWH U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha TIPOIYKTHl M YCIYyTM, W 3aKaH4YuBas KHUTamu, ¢oTorpadusmu,
KMHO(DHUIIEMaMH ¥ MY3bIKQJIbHBIMU MTPOU3BEICHUSIMH.

ABTOpCKHMe mpaBa - DJTO IIpaBa Ha MHTEIUICKTyaIbHYI0O COOCTBEHHOCTh Ha
MPOU3BEACHUSI HAyKW, JUTEpaTypbl M HCKYyCCTBAa. ABTOPCKHME IIpaBa BBICTYMHAlOT B
KaueCcTBE TapaHTHH TOTO, YTO HMHTEIUICKTYaJlbHBIA/TBOPUYECKUN TPy aBTOpa HE Oyner
HaIlpacHbIM, 1aCT €My CHpPaBEJIMBbIE BO3MOKHOCTH 3apaboOTaTh HA pe3yJibTaTax CBOETO
TpyJa, MOJYyYUTh U3BECTHOCTh W Mpu3HaHue. Hukto 6e3 paspemieHus aBTOpa HE MOXKET
BOCIIPOU3BOJIUTH €T0 TMPOU3BEICHUE, PACHpPOCTPaHsITh, MYyOJIUYHO JAEMOHCTPUPOBATH,
npojaBaTh, HUMIOPTUPOBATh, MyCKaTb B  MPOKaT, MyOJIMYHO  HCIOJHSTH,
MOKa3bIBaTh/UCTIOJHATH B d(puipe niaum pa3meniath B MlaTepHeTe.

Hcnonb30BaHre «IMUPATCKOT0» MPOTPAMMHOTO OOECIEYeHUsI MOXKET MPUBECTU K



MHOTHM pPHCKaM; OT TIOT€pU JaHHBIX K TBOWM aKKayHTaMm J0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TJI€ YCTAHOBJICHA HE JieTajbHas mporpamma. He crouT takxke 3a0bIBaTh, 4TO

CYIICCTBYCT JICTAJIBHBIC U OecIutaTHBIC IIporpaMmsbl, KOTOPBIC MOKHO HAWTH B CETH.

O nopmane

CeTeBHYOK.p( - TBOW IJIaBHBIA COBETYMK B CETH. 3JECh Thl MOXKEIIb Y3HAaThb O
0€30MacCHOCTH B CETH TMOHSITHBIM M JIOCTYIHBIM $SI3bIKOM, a TPHU BO3HUKHOBEHUU
KPUTHUYECKON CUTyalluu OOPATUTHCS 32 COBETOM, A TaKKe MPUHATH y4acTHE B KOHKypcax

U CTaThb CaMbIM HU(POBBIM TpakIaHUHOM !



